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1. NETWORK ATTACKS

A total of 50,286 attacks have been recorded compared to last week 31,507 attacks
within the period of this report. The top 10 Network attacks with malicious IPs,
commonly used usernames and passwords is as in tablel below:

SN | ATTACKING IPS USERNAMES PASSWORDS
1. 145.155.175.58 root admin

2. [195.3.147.52 admin 123456

3. [193.105.134.95 guest vodafone

4. 1154.92.23.187 cameras password

5. (151.80.216.115 supervisor adminHW

6. 141.78.75.186 ubnt 888888

7. [170.64.177.29 user WinldowW$
8. 141.78.174.124 student 1234admn

9. 45.168.176.34 sqluser aguario

10. |124.220.108.23 test Huaweil2#$

Tablel: Top 10 Network attacking IP

Most of the usernames and passwords listed are commonly used, thus its advised
review of usernames and password be made to avoid use of the above listed
credentials and default ones. Use of password policies is the best practice.

2. MALICIOUS SOFTWARE (MALWARE)

During the week the sensors recorded, a total of 84,509 malicious software distributed
compared to last week in which was 36,889.

Below listed are top ten malicious software and their hashes.

SN | ATTACKING IPS | MALICIOUS SOFTWARE | HASHES(SHA256)
1. 41.59.211.41 HEUR:Trojan- 222208d65b041273daf3
Downloader.Shell.Agent.p | cf62949e772dab8edac8
d0599a798f2c1cOada6e
989c
2. 41.59.200.32 Malware.LINUX/Hajime.ns | 034cdcb42d1d7b921b4
nlw 732230bbdcbh40891074
90a30b8cd7a62e67b65
7€33d26
3. 196.201.233.33 HEUR:Trojan- a04ac6d98ad98931278
DDoS.Linux.Xorddos.gen | 3d4fe3456¢53730b212c
79a426fb215708b6c6da
a3de3
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4. 196.219.101.45 Trojan:Linux/Multiverze d5601202dff3017db238
145ff21857415f663031a
ca9bh3d534bec8991b12
179a

5. 189.180.65.165 Trojan.Linux.GenerickD.4 | f8d6c87b8b4665dc7eed

0003689 7c730aa9h895cc2263a

15e4c44ef4h9fdffed877
69c2

6. 196.157.115.114

Trojan.Win32.Eb.dgb

4bf044ae7b903caedfl
9180b617abd363bf981d
4a22d0b0de13fa72461b
e4dfa

7. 41.59.194.240

ELF/Agent. MKVM!tr

0aa4b85087c0bb27544
d908682f7df7ba5d6987
206cf317263b7b018f6b
cda2e

8. 41.103.134.240

trojan.linux

d86437b589214d732ea
ce62cfcdf52121751508
157564c74cbbea27d0e
5a3119

9. 77.31.173.161

trojan.linux/uselvk422

€29dc96f96e7d23e18b4
cb242dc404a22b5bfc39
dd4489a24c30b942ef52
742a

10. |12.207.23.178

DDoS:Linux/Xorddos.Alxp

f8d6c87b8b4665dc7ees
7c¢730aa9b895cc2263a
15e4c44ef4b9fdffed877
69c2

Table2: Top 10 Malicious attacking IP

3. WEB ATTACKS

During the week the sensors recorded a total of 2,021 web attacks compared to last

week which was 1,237.

From the table the top 10 web-based attacks and their associated requests sent
to web servers for the period between 2" July to 8" of July, 2023, are detailed.
The requests are the payloads.

SN| ATTACKING IPS

TOP URI

122.168.198.123

185.224.128.213

admin/config.php

103.35.65.197

get

121.173.126.140

users/sign_in

al & W e

121.173.108.24

favicon.ico
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6. [83.212.170.84 manager/htm|
7. 109.237.96.251 .env

8. [109.237.96.124 recordings/

9. 41.78.174.124 .git/config

10. 41.78.38.141 .header.php

Table3: Top 10 web attacking IP

4. RECOMMENDATIONS

The Honeypot sensors have recorded IP addresses with most common malware
used in the world today. Monitoring of the listed IP address is advised and further to:

41

42

43

44

Note that most of malicious IP addresses captured are also listed as malicious
IP addresses in other sources that are also observing security attacks; thus,
security measures should be considered to counter act, including monitoring
of the IPs in networks. Most likely the same resources might be used for further
attacks.

Discourage usage of listed login resources (usernames and passwords) and
consider deploying mechanisms to monitor login attempts.

Thoroughly check for suspicious files of hashes listed in Table 2.
Deploy Intrusion Detection System (IDS) and configure to flag detection of

attacks associated with list of resources provided especially the IP addresses
and the web requests.
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